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Unsupervised


 “looks” like reference, but is “perceived” differently
xa

xa = xr + ε, ∥ε∥ < δ

ε = arg max
∥ε∥p<δ

Δ [f(xr + ε), f(xr)]
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Adversarial Attack on VAEs



We focus on unsupervised attacks

xa = xr + ε, ∥ε∥ < δ
ε = arg max

∥ε∥p<δ
Δ [f(xr + ε), f(xr)]

defined in the prior works
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Defence Strategy
xa = xr + ε, ∥ε∥ < δ

Let’s use samples from true posterior instead:


For that we use  steps of MCMC (starting from the encoder):





with target density 


Each step brings us “closer” to the true posterior: 

t

z(t) ∼ q(t)(z |xa) = ∫ qϕ(z0 |xa)Q(t)(z |z0)dz0

pθ(z |xa) ∝ p(z)pθ(xa |z)

KL [q(t)(z |xa) | |pθ(z |xa)] ≤ KL [q(t−1)(z |xa) | |pθ(z |xa)]

za ∼ qϕ(z |xa) zr ∼ qϕ(z |xr)vs
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Final Algorithm
1. (Defender) 

Train a VAE: 


 

2. (Attacker)

For a given , construct the attack 





s.t  is “far enough” from   

3. (Defender)

Initialize the latent code 


Run  steps of HMC with the target  


Use  to decode / in downstream task


qϕ(z |x), p(z), pθ(x |z)

xr xa

xa = xr + ε, ∥ε∥ < δ
qϕ(z |xa) qϕ(z |xr)

z0 ∼ qϕ(z |xa)
T ∝ p(z)pθ(xa |z)
z := z(T)
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* Note that  can be of any form, e.g., hierarchical VAEsqϕ and pθ
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Why it works? 

xa = xr + ε, ∥ε∥ < δ
zr ∼ qϕ(z |xr) vs z(t) ∼ q(t)(z |xa)

Theoretical justification
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Why it works? 

xa = xr + ε, ∥ε∥ < δ

Theorem:



TV[q(t)(z |xa)∥qϕ(z |xr)] ≤ 1
2 KL [q(t)(z |xa)∥pθ(z |xa)] + 1

2 KL [qϕ(z |xr)∥pθ(z |xr)] + o( ∥ε∥)

How good  
is defence

Goes to 0 with t How good VAE is  
(approximation gap)

Attack radius

Theoretical justification
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zr ∼ qϕ(z |xr) vs z(t) ∼ q(t)(z |xa)



Results

NVAE:  
deep hierarchical VAE

10



Thank you

“Alleviating Adversarial Attacks on Variational Autoencoders with MCMC”, Neural Information Processing Systems (NeurIPS 2022).  
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Why it works? 
Empirical Evidence

PR(z1, z2) =
pθ(z1 |xr)
pθ(z2 |xr)

Given a reference point, one can evaluate posterior ratio for 
two latent codes:

Blue: reference latent code VS adversarial latent code 
 

Orange: reference latent code VS adversarial latent code after HMC
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What if attacker 

knowns the defence 

strategy?

13


