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Background: Backdoor Attacks
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Question: Can we backdoor a model
by only corrupting labels?



Threat Model

Crowd-Sourced Annotations Knowledge Distillation




Threat Model: Crowd-Sourced Annotations

attacker

user

frog

truck

poison label
genera tion

-
I = deer
deer

BN EE




Threat Model: Crowd-Sourced Annotations

~ attacker
Vs frog
Sasnl
poison label truck
generation

I = deer

deer

—

-
-

H]: pyil 5]




Threat Model: Crowd-Sourced Annotations
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Flipping Labels to Inject Poison (FLIP)

Given: Arbitrary trigger T(-), target label ytarget

1. Train Expert Models
2. Trajectory Matching
3. Select Label Flips
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Flipping Labels to Inject Poison (FLIP)

Given: Arbitrary trigger T(.), target label ytarget:

1. Train Expert Models

2. Trajectory Matching
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3. Select Label Flips




Flipping Labels to Inject Poison (FLIP): Trajectory Matching
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Flipping Labels to Inject Poison (FLIP)

Given: Arbitrary trigger T(.), target label ytarget:

1. Train Expert Models
2. Trajectory Matching
3. Select Label Flips
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Main Results

* Outperforms Baselines

« Three datasets: CIFAR-10, CIFAR-100, and Tiny ImageNet

* Four architectures: ResNet-32, ResNet-18, VGG-19, Vision Transformer

* Robust to limited attacker knowledge: Dataset, Choice of Trig%er, Number of
Experts, Number of Expert Epochs, Partially Known Training Sets, etc...

* More in the paper!
0.950 .
09251 '3 300 500 0.9401 0.921
sl o

% 0.8751 % 0.9351 % 0941
0.850{ —+¢+— FLIP 0.901 4+ Turner

. +¢-— Inner Product 0.9301 —+e+ softFLIP 1 —+¢+ sinusoidal

08251 —4-— DBaseline 5000 -~ FLIP }E} 0.891 —+4+  pixel
080075 0.25 0.50 0.75 1.00 0.00 0.25 0.50 0.75 1.00 0.00 0.25 0.50 0.75 1.00

PTA PTA PTA



Summary

* We propose a novel label-only backdoor attack

* Encourage caution when trusting online weights and crowd-
sourced labels

« Come visit our poster on Thursday December 14t at 11:45



