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» Background

* Existing adversarial defense methods can defend against 1 p attacks, but cannot defend against
more natural unrestricted attacks.

» Existing unrestricted attacks are achieved either through reliance on subjective intuition and
objective metrics or by implementing minor modifications, thereby constraining their potential
for transferability.

» Challenge
We argue that an ideal unrestricted attack should meet three criteria:
1. maintain the photorealism of the images.
2. attack content should be diverse, allowing for unrestricted modifications of image contents (shape,
texture and color, etc.).
3. have a high adversarial transferability.
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Introduction

*  Contributions
» We propose a novel attack framework called Content-based Unrestricted Adversarial Attack,
which utilizes high-capacity and well-aligned low-dimensional manifolds to generate adversarial
examples that are more diverse and natural in content.

» We achieve an unrestricted content attack, known as the Adversarial Content Attack. By
utilizing Image Latent Mapping and Adversarial Latent Optimization techniques, we optimize
latents 1n a diffusion model, generating high transferable unrestricted adversarial examples.

» The effectiveness of our attack has been validated through experimentation and visualization.
Notably, we have achieved a significant improvement of 13.3~50.4% over state-of-the-art attacks
in terms of adversarial transferability.
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Content-based Unrestricted Adversarial Attack
» We assume that natural images can be mapped onto a
low-dimensional manifold by a generative model.

» As this lowdimensional manifold is well-trained on
natural images, it naturally ensures the photorealism
of the images and possesses the rich content present
in natural images.

» Once we map an image onto a low-dimensional
manifold, moving it along the adversarial direction
on the manifold yields an unrestricted adversarial
example.

 the Manifold of
i Natural Images
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Gradient
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Shape Sub-manifold Texture Sub-manifold Color Sub-manifold
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Based on the aforementioned framework and the full utilization of the diffusion model's capability, we
achieve the unrestricted content-based attack known as Adversarial Content Attack (ACA):

We first employ Image Latent Mapping (ILM) to map images onto the latent space represented by
this lowdimensional manifold. Subsequently, we introduce an Adversarial Latent Optimization (ALO)
technique that moves the latent representations of images along the adversarial direction on the manifold.
Finally, based on iterative optimization, ACA can generate highly transferable unrestricted adversarial
examples that appear quite natural.
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* Image Latent Mapping (ILM) :

m1n||zt 1 — z—1(%,t,C, D¢ ||27

Zt_l(,Z_,{,t7C,®t) Z_ Oét 1 < —1- —-1) Zt,t C @t
\l Q1 Voo

* Adversarial Latent Optimization (ALO):

£ (Fo ((e(20),v))
IVr £ (Fo (0(Z0), ) |11
O <1l (Op—1 + 7 -sign(gr)) .

gk & 1 Gr—1 +

» SKip Gradient
Ve L (Fo(2),y) = pdL

» Differentiable Boundary Processing

tanh(10002)/10000, z <0,
o(z) =<z, 0<z<1,
tanh(1000(z — 1))/10001, B> 1,
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(&)
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Algorithm 1 Adversarial Content Attack

Input: a input image zo with the label y, a text embedding C = v/(P), a classifier Fy(-), DDIM
steps 1', image mapping iteration N;, attack iterations /N,, and momentum factor p

1: Calculate latents {zg, ..., 27 } using Equation 5 over zo with w = 1
2: Initialize w = 7.5, z1 + 27, @ + P(*”),00 + 0,90 + 0

3: // Image Latent Mapping

4: fort =T, T —1...,1do

5 for;j =1,...,N;do

6: @t + B¢ — (V,|lzr 1 — 2-1(2,1,C,24)||3

T4 end for

8: Zi_1 zt_l(z},t,C,Qt), D1 — Dy

9: end for

10: // Adversarial Latent Optimization

11: fork =1,...,N, do

122 2+ Q (27 + 661, T,C, {@: 1))
V. £(Fe(e(%0),y))

130 Gk < 1 k-1 T W, E(Fs (e(0)0) I
14: 6 < I (Sp_1 +7 - Sﬂgn(gk))
15: end for

16: z + o (2 (27 +6n,,T.C, {@:}}))
Output: The unrestricted adversarial example 2.
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Table 1: Performance comparison of adversarial transferability on normally trained CNNs and ViTs.

Experiments We report attack success rates (%) of each method (“*” means white-box attack results).

___________________________________________________________ Models e
Surrogate Ak Avg.
Model CNNs Transformers ASR (%)
MN-v2 Inc-v3 RN-50 Dense-161 RN-152 EF-b7 MobViT-s ViT-B Swin-B PVT-v2
Clean 121 48 7.0 6.3 56 87 7.8 89 35 3.6 6.83
> Dataset : ILM i35 355 @b 6.3 59 8.3 8.3 9.0 48 4.0 7.36
: SAE 602 212 546 427 449 302  825% 386 211 202  37.08
ImageNet Compatlble Dataset ADef 145 66 90 8.0 74 98  808* 97 5.1 46 .27
ReColorAdv 374 147 267 224 210 208  96.1* 215 163 167  21.94
cAdv 419 254 332 313 282 347  843%* 326 227 220 3021
. MobViTs  (Adv 336 188 221 18.7 187 158  974% 153 112 137 1866
> Metric ACE 307 97 203 16.3 144 138  992%* 165 638 5.8 14.92
ColorFool  47.1 120 400 28,1 307 193 817 243 97 100 2458
Attack Success Rate ( ASR) NCF 677 312 603 418 522 322 745% 390 208 231 4093
ACA (Ours) 662 566  60.6 58.1 559 555  898* 514 527 551 56.90
SAE 90.8% 225 532 38.0 419 269 446 336 168 183  32.87
ADer 566% 76 84 77 71 109 117 95 45 45 7.99
> State-of-the-art methods ReColorAdv 97.7%  18.6  33.7 24.7 264 207 318 177 122 126  22.04
cAdv 96.6% 268  39.6 339 299 327 419 331 206 197 3091
e SAE MN-v2 tAdv 99.9% 272 315 243 245 224 405 161 159 151 2417
ACE 99.1* 95 179 124 126 117 16.3 121 54 5.6 11.50
ColorFool ~ 933* 95 257 15.3 154 134 157 142 59 6.4 13.50
e ADef NCF 932*% 336 659 435 563 330 526 358 212 206 4028
e ReColorAdv ACA (Ours) 93.1* 568 626 557 560 S5L0  59.6 487 486 504  54.38
SAE 632 259 88.0*% 419 465 288 459 353 203 196 3638
e cAdv ADer 155 77  55.7% 8.4 78 114 12.3 92 46 4.9 9.09
ReColorAdv  40.6  17.7 96.4% 283 333 192 293 188 1289 (34 2D
e tAd cAdv 442 253 97.2* 368 37.0 349 401 306 193 202 32.04
A% RN-50 tAdv 434 270 99,0+ 288 302 216 359 65 159 151 D597
ACE 328 94 991* 16.1 152 127 205 131 6.1 53 14.58
e (ColorFool ColorFool 416 98  90.I% 18.6 210 154 204 154 59 6.8 17.21
NCF 712 336 914* 485 605 324 526 368 198 217 4190
* NCF ACA (Ours) 693  6L6 883* 619 6.7 603 626 529 519 532  59.49
SAE 545 269 497 384 414 304 461  784%* 199 181  36.16
ADer 153 83 99 8.4 76 120 124  81.5% 53 55 9.41
ReColorAdv 255 121 17.5 13.9 144 154 229  97.7¢ 109 8.6 15.69
cAdv 314 270 261 22.5 199 261 329  965% 184 169 2458
ViT-B tAdv 395 228 258 232 223 208 341  935% 163 153 2446
ACE 309 114 220 15.5 152 130 170 98.6% 6.5 6.3 15.31
ColorFool 453 139 357 243 288 198 270 831* 89 9.3 23.67
NCF 559 253 506 34.8 423 299 406  81.0* 200 191 3539
ACA (Ours) 646 588 602 58.1 581 571  60.8 87.7¢ 555 549  58.68
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Table 2: Performance comparison of adversarial transferability on adversarial defense methods.

Attack HGD R&P NIPS-r3 JPEG Bit-Red DiffPure Inc-v3.,s3 Inc-v3¢p,54 IncRes-v2,,, . Res-De Shape-Res Avg. ASR (%)

Clean 1.2 1.8 3.2 6.2 17.6 15.4 6.8 8.9 2.6 4.1 6.7 6.77
ILM 1.y 19 3.5 T4 18.5 16.1 6.8 9.8 3.0 5.1 8.1 7.40
SAE 214 190 252 257 435 39.8 231 29.6 20.0 35.1 49.6 30.42
ADer 29 3.6 6.9 104 27.5 18.1 10.1 2010 5.6 6.0 9.7 10.26
ReColorAdv 5.1 7.0 10.0 20.0 243 20.0 i1 155 1.4 11.6 18.4 13.67
cAdv 122 140 177 111 339 329 199 23.2 14.6 16.2 223 20.09
tAdv 109 124 144 17.8 29.6 21.2 177 19.0 12.5 16.4 254 17.94
ACE 49 59 1L1 126 28] 24.9 12.4 15.4 7.6 11.6 21.0 14.14
ColorFool 9.1 9.6 153 180 379 33.8 7.8 213 10.5 20.3 35.0 20.78
NCF 22.8 21.1 258 268 439 39.6 274 319 21.8 34.4 47.5 31.18
ACA (Ours) 52.2 53.6 539 59.7 634 63.7 59.8 62.2 53.6 55.6 60.8 58.05
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Clean ILM SAE cAdv TAdv ColarFool NCF ACA (Ours)

Table 3: Image quality assessment.

NIMA MUSIQ MUSIQ
-AVAT HYPErIQAT ) va & KonIQ?

Clean 3:15 0.667 4.07 52.66 82.01
ILM 5.15 0.672 4.08 5255 81.80

SAE 5.05 0.597 379  47.24 71.88
ADer 4.89 0.608 3.89  47.39 7210
ReColorAdv 5.07 0.668 397 51.08 80.32
cAdv 4.97 0.623 3.87 48.32 75.12
tAdv 4.83 0.525 378 4471 67.07
ACE 5.12 0.648 396 50.49 77.25
ColorFool 5.24 0.662 405 5227 7854
NCF 4.96 0.634 3.87 50.33 74.10

ACA (Ours) 5.54 0.691 437 56.08 85.11

Attack TReStT

(b) Adversarial examples of Advelsarlal Content Attack (ACA) (c) Case Study
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Table 4: Attack speed of unrestricted attacks. We choose MN-v2 as the surrogate model and evaluate
the inference time on an NVIDIA Tesla A100.

Attack SAE ADer ReColorAdv cAdv tAdv ACE ColorFool NCF ACA (Ours)
Time (sec) 8.80 0.41 3.86 18.67 4.88  6.64 12.18 10.45 60.0+65.33=125.33
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Figure 4: Ablation studies of momentum (MO) and differentiable boundary processing (DBP).
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