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PROBLEM AND CONTRIBUTIONS

Problem: adversarial training (AT) is well-studied on small-scale datasets (CIFAR) and ResNets,
but not explored in the modern setup (ImageNet, new architectures)

Our contributions:
m We revisit AT on ImageNet and propose a training scheme effective across architectures.
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m We achieve SOTA robust classifiers w.r.t. /... And show that using ConvStem instead of
PatchStem boosts the generalization to the unseen ¢; and 4, threat models.
m We uncover a surprising phenomena: increasing test-time resolution enhances robustness




PROPOSED ADVERSARIAL TRAINING SETUP

Aspects considered: initialization, augmentations and training time/epochs.

We do 2-step AT with APGD for the /o -threat model at radius 4/255, and never train for ¢, and

¢4 threat models.

Using strong pre-trained models as initialization
m yields more robust models

m allows us to use heavy augmentations which in particular with longer training yields
robustness gains, contrary to suggestions from prior work [1].

Adversarial Training w.r.t. £oo

Architecture Training Scheme clean o A o

random init., basic augment. | 64.0 37.1 28.9 8.8
ConvNeXt-T + strong clean pre-training | 69.4 +5.4 41.6 +4.5 | 42.4+13.5 18.9+10.1
+ heavy augmentations 71.0 +1.6 46,5 +4.9 | 38.1 -43 149 -4.0
50 — 300 epochs 724 +1.4 48.6 +2.1 | 38.0 -0.1 14.9 +0.0

random init., basic augment. | 61.5 31.8 35.5 15.1
VIT-S + strong clean pre-training | 66.8 +5.3 39.1 +7.3 | 345 -1.0 12.6 -2.5
+ heavy augmentations 652 -1.6 392 +0.1 | 37.3 +2.8 16.2 +3.6
50 — 300 epochs 69.2 +4.0 44.0 +4.8 | 37.5 +0.2 15.1 -1.1




CONVSTEM VS PATCHSTEM

Both ViTs and ConvNeXts have a PatchStem, which has strong downsampling in a single layer.

Use ConvStem instead:

. . ConvStem Patch-Stem
m Downsamplings spread across multiple
layers. | age | | Imdge |
m Longer training also possible without x2
overfitting. B G Tde 2 [ 4x4 Conv,stride 4 |
; L LayerNorm |
m ConvStem improves /-, robustness and B
boosts generalization to unseen threat v v
models.
I Stage 1 | | Stage 1 I
Architecture Adversarial training w.r.t /o
clean loo 123 04
ConvNeXt-T 72.4 48.6 38.0 14.9
ConvNeXt-T + CvSt 72.7 +0.3 49.5+0.9 48.4 +10.4 24.5 +9.6
ViT-S 69.2 44.0 375 154
ViT-S + CvSt 72.5 +3.3 481 +4.1 50.4 +12.9 26.7 +11.6




WHAT IS THE PROPOSED SCHEME FOR ADVERSARIAL TRAINING FOR
HIGH-RESOLUTION DATASETS LIKE IMAGENET?

STRONG PRE-TRAINED MODELS AS INITIALIZATION
+

HEAVY AUGMENTATIONS

+

LONGER TRAINING
+

USING A CONVSTEM

DOES IT SCALE?



YES, EVEN TO LARGE MODELS

We use the previously found training scheme and train models of size Small ( <30M params),
and Large (>80M params) for 250/300 epochs.

Architecture Params FLOPs Source  Ep. Adv. Adversarial Tr. wrt £o
™ (©) Steps | clean Lo | £ &
ResNet-50 250 4.1 [46] 100 3 65.88 33.18 | 18.88 3.82
XCiT-S12 260 4.8 [14] 110 1 7234 4178 | 46.20 22.72
— ViT-S 221 4.6 ours 300 2 | 6922 44.04 | 3752 1512
E RobArch-S 26.1 6.3 [42] 110 3 70.58 44.12 | 39.88 15.46
“ Isotropic-CN-S 223 43 ours 300 2 | 69.04 4422 | 36.64 14.88
ConvNeXt-T 286 4.5 [14] 110 1 71.60 44.40 | 4532 21.76
ViT-S + ConvStem 228 5.0 ours 300 2 | 7256 48.08 | 50.40 26.68
ConvNeXt-T 286 4.5 ours 300 2 | 7240 48.60 | 38.02 14.88
ConvNeXt-T + ConvStem 28.6 4.6 ours 300 2 72.72 49.46 | 4842 24.52
Swin-B 87.7 155 [371 90 3 7476 48.10 | 44.42 18.04
RobArch-L 104.0 257 [42] 100 3 7346 4892 | 39.48 14.74
g, ViT-B 86.6 17.6 [44] 300 2 |176.62 53.50 - -
f ViT-B + ConvStem 87.1 179 ours 250 2 | 7630 54.66 | 56.30 32.06
ConvNeXt-B 88.6 154  [32]* 300 3 76.02 55.82 | 44.68 21.23
ConvNeXt-B + ConvStem 88.8 16.0 ours 250 2 7590 56.14 | 49.12 23.34

Our ConvNeXt + Convstem yields the most robust models to /., whereas ViT + CovnStem gives

the best generalization to unseen threat models.




THE TRAINING SCHEME SCALES, WITHOUT OVERFITTING TO YIELD SOTA
ROBUST CLASSIFIERS.

OUR ROBUST MODELS ARE PUBLICALLY AVAILABLE.

ROBUST IMAGENET MODELS CAN BE USED FOR A LOT OF DOWNSTREAM
TASKS. WE SHOW THAT USING THESE MODELS AS INITIALIZATION
ALLOWS US TO TRAIN SOTA ROBUST SEMANTIC SEGMENTATION
MODELS [4].



INCREASING TEST-TIME RESOLUTION

Well known: Increasing resolution at test-time improves clean performance.
Is this true also for robust accuracy despite the threat model becoming more powerful?

m Surprisingly, increasing input-resolution at test-time also improves robustness, with
diminishing returns for very high resolutions.

m Remark: We never train at the increased resolution.

clean accuracy 1., robustness
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m ConvStem models are more stable (their decay for higher resolutions is not as severe)
compared to PatchStem models.

m Also seen for perturbation radius larger than training (6/255 and 8/255).
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