Eliminating Catastrophic Overfitting Via
Abnormal Adversarial Examples Regularization



Single-step Adversarial Training (SSAT)

n :
m;n (z,y)~D -%neagcf(ac + 57 Y, 0)

Equation 1. The min-max optimization of adversarial training.
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Figure 1. The adversarial example generated by SSATL!,
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[1] Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014). Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572.



Catastrophic Overfitting (CO)
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Figure 2. The catastrophic overfitting phenomenon.
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Motivation
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Figure 3. The training samples belonging to NAE (blue) can effectively
mislead the classifier, while AAE (red) cannot. The left/middle panel
shows the decision boundary before/after optimizing AAE:s.

The University of Sydney Page 4



The Definition of Abnormal Adversarial
Example (AAE)

0 = sign (Vm+ne($ +1,; 9)) )

zAAE L g (24 1,;0) > £(z + 1+ 8,53 6) .

Equation 2. The Definition of AAE.

Figure 4. The visualization of AAEs and
NAE:s loss surface before CO.
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Number and Outputs Variation of AAE
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Figure 5. The number, the variation of prediction confidence
and logits distribution for NAEs, AAEs and training samples.
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Abnormal Adversarial Example
Regularization (AAER)

AAE_CE = %Z (€ (@7 +n,3:;0) — £ (27 + 0+ 6,y550)) .
1=1

1l — ;
AAE_L2 = — 2_: Ifo (224 +m+68) — fo (224 + 1) |I2)

m—n

— nZ (Il fo (zNAE + 0+ 8) —fo (N 4E +n) [13) -

i=1

NAFE _L2 =

AAER = (% ‘M) - (AAE_CE - \o + maz (AAE_L2 — NAE_L2,0) - \3) .

Equation 3. The optimization objectives of AAER: the number,
prediction confidence and logits distribution of AAE:s.
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Experiments

Table 1. Comparison with competing
baselines on CIFAR-10/100 datasets.

dataset | CIFARI0 | CIFAR100
noise magnitude | 8/255 121255 16/255 320255 | 8/255 12/255 16/255 32/255
FreeAT 7620+ 1.09  68.07+038  4584+19.07 61.11+841 | 47.41+£030  39.84+040  332+248 2621554
ree 4374+041  33.14+062 0.00 + 0.00 0.00 + 0.00 22274033 1657020  0.00+0.00 0.00  0.00
JeroGrad 81.60+£0.16  77.52+021 79.65+0.17  6548+626 | 5383+022  49.07+0.14  5076+0.02  49.38+1.39
rora
4756 +0.16  27.34+0.09 6.37+0.23 0.00 + 0.00 2502+024  1476+026  523+0.09 0.00 + 0.00
MultiGrad 81.65+0.16  81.09 +4.67 8298+330  70.84+453 | 53.11+034  4681+051  46.05+8.68 2833 +6.48
ultiora
4793+0.18  9.95+16.97 0.00 £ 0.00 0.00 + 0.00 2568+021  1656+0.56  0.00+0.00 0.00 £ 0.00
Grad AL 82.10+£0.78  74.17 £0.55 6037095  2523+341 | 5400+044  4583+072  3680+0.10  15.05+0.07
Tal 1g2n
o 4777+058  34.87+1.00 2790+1.01  1153+323 | 25274068  18.13+071  13.77+076  2.85+134
RSFGSM 8391 +£021  6646+£2280  66.54+1225 3643+7.86 | 6029+151  1819+851  11.03+524  11.40 +8.60
46.01 +0.18 0.00 + 0.00 0.00 £ 0.00 0.00+000 | 1058+13.10  0.00+0.00  0.00 0.00 0.00 % 0.00
NFGSM 8048 £021  71.30+0.12 6296074  2979+387 | 5492+028  46.16+0.13  37.93+£022  18.18 £4.55
) 4791+029  3623+0.10 27.14 + 1.44 8.30+7.85 2629+041  1875+0.19  14.05+007  0.000.00
RSAAER 83.83+027  74.40+0.79 6456+ 145  3158+1.13 | 5771£029  44.06+093  33.10£0.05 1850+ 1.68
46.14+0.02  32.17+0.16 2387+036 1062051 | 2531+001  1641+0.13  11.80£0.17  4.90+0.50
NAAER 80.56+035  71.15+0.18 6184043  27.08+002 | 5447+045  4598+0.13  3680+0.14  16.95+0.44
4831+023  3652+0.10 2820071  1297+057 | 2681+0.13  19.03+0.04 1431005  545+0.14
GD.2 8507 +0.12 7897 +0.23 7231£040  4845+071 | 60.09+020  53.46+027 4750028  31.89+0.69
4527+007  32.99+046 2432064 1124040 | 2458+0.12  17.16+021  1269+0.06  4.51+021
PGD-10.20) 80.55+037  72.37+031 6720+0.69  3470+0.67 | 5505+025  47.42+029  4239+0.17  21.68+0.18
50.67+0.40  38.60+0.39 2934018  1610+020 | 27.87+0.12  2029+0.18 1501+£021  7.39+0.38
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Experiments

Table 2. Comparison with competing
baselines on computational overhead.

Method | FreeAT  ZeroGrad  MultiGrad  Grad Align ~ RS/N-FGSM  RS/N-AAER | PGD-2  PGD-10

Training Time (S) | 43.8 110 21.7 36.1 110 112 | 164 59.1

Table 3. Comparison with competing
baselines on WideResNet-34 architecture.

method | RS-FGSM N-FGSM RS-AAER N-AAER | PGD-2 PGD-10

natural accuracy (%) | 84.41+£045 8467032 8739%0.14 8447+0.23 | 88.68 £0.14 8553 +0.22
robust accuracy (%) | 0.00£0.00 4972+0.25 4758+042 50.07 £0.53 | 4732+0.50 53.70 £ 0.53

training time (S) | 98.2 98.6 147.1 536.2
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Experiments

Table 4. Comparison with competing
baselines on the ImageNet-100 dataset.

method RS-FGSM N-FGSM RS-AAER N-AAER

natural accuracy (%) | 27.10+11.44 38.87+0.17 32.28+1.52 39.52+0.42
robust accuracy (%) 0.00+0.00 20.71+0.74 14.22+0.96 20.90 +0.34

Table 5. Comparison with competing
baselines on the long training schedule.

method RS-FGSM N-FGSM RS-AAER N-AAER

natural accuracy (%) | 91.21 £0.26 83.25+0.04 85.69+0.20 83.23+0.25
robust accuracy (%) | 0.13+£0.02 36.98+0.34 36.05+x0.17 37.38+0.16
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