
Label-Only Model Inversion Attacks 
via Knowledge Transfer



• We propose Label-only Model inversion via Knowledge Transfer (LOKT) by 
transferring decision knowledge from the target model to surrogate models and 
performing white-box attacks on the surrogate models.

• We propose a new T-ACGAN to leverage generative modeling and the target model 
for effective knowledge transfer.

• We perform analysis to support that our surrogate models are effective proxies for 
the target model for MI.
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Our contributions



Model inversion (MI) attacks aim to infer and reconstruct private training data 
by abusing access to a model. 
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Model Inversion (MI)
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Model Inversion (MI)

We focus on label-only model inversion attack which is the most 
challenging setup.
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Existing work on Label-only Model Inversion Attack

Mostafa et. al. Label-only model inversion attacks via boundary repulsion. In CVPR 2022.

SOTA Label-only Model Inversion attacks employ black-box search 
on the target model T to reconstruct private data.
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Label-only Model inversion via Knowledge Transfer (LOKT)
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Decision Knowledge Transfer using our T-ACGAN



Analysis for justification of surrogate models
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Property P1: 
For high-likelihood samples under 
S, it is likely that they also have high 
likelihood under T.



Analysis for justification of surrogate models

9Devansh et.al. A closer look at memorization in deep networks. In ICML, 2017

DNNs Learn Patterns First



Model inversion attack results
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• We propose Label-only Model inversion via Knowledge Transfer 
(LOKT) by transferring decision knowledge from the target model to 
surrogate models and performing white-box attacks on the surrogate 
models.

• We propose a new T-ACGAN to leverage generative modeling and the 
target model for effective knowledge transfer.

• We perform analysis to support that our surrogate models are 
effective proxies for the target model for MI.
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Conclusion
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Thank you!

https://ngoc-nguyen-0.github.io/lokt/ 
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