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Background | Mixup Data Augmentation

Image source: https://hoya012.github.io/blog/Bag-of-Tricks-for-Image-Classification-with-Convolutional-Neural-Networks-Review/
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Our Method | DP-Mixself
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Augmentations:
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Background | Stable Diffusion



Our Method | DP-Mixdiff

A photo of a <class_name>Text Prompt:

Diffusion Model
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Augmentations:

grad[0]

clip(mean(grad[:n]))

grad[1] grad[n-1]

Real Sample:

:

Augmentations:

⋅⋅⋅

grad[n] grad[n+1] grad[2n-1]

clip(mean(grad[:2n])):



DP-Mixdiff vs Pretraining with Diffusion Data
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Main Results

95.0

78.2

84.0

79.7

70.7 71.2

96.5

79.3

93.3

80.4

72.7 72.2

97.2

81.8

94.3

81.2

73.2 72.5

97.0

82.0

92.6

89.7

75.1

83.2

60.0

65.0

70.0

75.0

80.0

85.0

90.0

95.0

100.0

CIFAR-10 CIFAR-100 EuroSAT Caltech 256 SUN 397 Oxford Pet

T
e

s
t 

a
c
c
u

ra
c
y
 (

%
)

Mixed Ghost Self-Aug DP-MIXSELF DP-MIXDIFFDP-MIXDIFF
DP-MIXSELF

ε=1



Main Results
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Takeaway

• We show how to apply mixup for DP training of ML models and 

demonstrate it surpasses the prior SoTA at no extra privacy cost.

https://wenxuan-bao.github.io
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