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Dirichlet energy regularization of score maps
boosts their adversarial robustness while
revealing learned topological dimension.

Dirichlet Energy (DE). a functional measuring how variable a
function is. A harmonic map is a critical point of the DE subject to

a boundary constraint.
Definition 2.2. (Dirichlet Energy) The Dirichlet energy (DE) of amap ¢ : X — Y is:

D) = 5 [ e, |Pavol(z).

where ||d¢, || is the spectral norm of the differential of the map at .

Adversarial Robustness: Deep neural nets are notoriously
vulnerable to malicious input perturbations [2]. Small changes to
the input can result in very large changes in output.
Topological Dimension (TD): Number of dimensions data
occupies near a point. It is important for:

« Data compression and dimension reduction

« (Generalization ability of classifiers

Existing statistical estimators of TD require ample data and well-
picked hyperparameters, esp. for high-dimensional, noisy data.

Method Contributions

We identify the local averaging property as key to instilling robustness of
learned score maps, and we prove that DE regularization corresponds
exactly to added variance in the normal subspace of the learned density.

 Locally Averaging score maps are more robust to adversaries. Reducing
Dirichlet energy of score maps makes them closer to locally averaging.

« Dirichlet Energy (DE) Regularization of score maps corresponds to
learning additional variance in the normal subspace of the learned density.

« Topological dimension is revealed by exactly how much additional
variance is learned, and we can measure variance with adversarial attacks.

Training Implementation We augment weighted denoising score matching with DE regularization:

6" = arg min EA(E)Ea o,y [|50(26,t) — Vi, log pot(@:|z0) || + nylldsa (s, £)])
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Denoising Score Matching DE Reg.

Additive Variance Property of DE Regularization
Reveals Topological Dimension (TD)

n: ambient dimension
n, . normal (off-manifold) dimension
Y. strength of DE regularization
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Algorithm 1 Topological Dimension Estimate

Require: z € R", sy :R*" - R"?, §: R" xRT - R", vy e RT, 0 € RT
> sg(x): score map with v DE reg. and o noise scale, g(x, €): attack func. with L2 budget €
Ensure: na ~ nag

T < g(x,0) > g returns an adversarial example near x (e.g., by following —sg(x))
d + |[sg(Z) — sp(x)]| /||Z — x| >  stores learned score “slope”
Apm —n—ny/(671 —o?) > ¢ should be approximately 1/(c? + nvy/n_)
return 7 x4

Given the ambient dimension n, denoising scale g, and level of DE
regularization y, one can recover the topological dimension (TD) using
adversarial attacks.
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Depiction of our topological dimension estimation method applied to the

“Swirl” manifold. Some randomly selected original data and adversarial attacks

are plotted with associated estimates of topological dimension.

Results: Adversarial Robustness

Table 1: BPD(]) for L4 attacks on CIFAR-10 test set. Key: Method(iters, ¢€)
DE Reg. () Clean Random(l,0.2) PGD(1,0.2) Random(l,0.8) PGD(20, 0.8)

0 3.288 3.81 4.182 4.834 5.282
le-4 3.387 3.776 4.127 4.803 5.211
2e-4 3.464 3.793 4.118 4.787 5.187

The likelihood of DE regularized DDPMs is more robust to adversarial attacks.

Results: Additive Variance Property

DDPMs trained on 8-dim Standard Gaussians Score maps trained on 16-dim Standard
learn approximately y additional variance. Gaussians learn y additional variance.
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Results: Topological Dimension Estimation

Table 2: MSE (] ) of topological dimension prediction averaged over 5 independent trials

Benchmark TD(S) MLElO MLE20 MIND10 MlNDzO SMO_01
Swirl 1 0.152 0.063 0.171 0.001 0.046
Swirl o .01 1 0.495 0.272 0.974 0.486 0.080
LineDiskBall 1-3 0.308 0.226 0.118 0.479 0.312

HyperTwinPeaks 10 5.931 5.006 13.755 25.735 0.084
HyperTwinPeaks 30 90.008 89.830 402.091 437.310 0.162

Our method (SM) is competitive with statistical estimators (MLE and MiND [3,4]) on simple manifolds [5]
(Swirl, LineDiskBall) but is much more accurate on noisy and high-dimensional manifolds. Subscripts of
statistical methods are number of neighbors used, and SM,,, indicates y =0.01 (¢ =0.1)
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Topological dimension is estimated for H727 = r.$)= (G m
various points on the “Swirl” manifold as 150 / . (r.9)=(1,0)

they are decayed through time (forward VP
diffusion process without noise).
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The TD estimates clearly depict how the

locally 1D swirl structure is first collapsed to
a disk then eventually to a point (the
Gaussian prior).
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Conclusion

This work connects adversarial vulnerability of score models with the
geometry of the underlying manifold they capture. We show that minimizing
the Dirichlet energy of learned score maps simultaneously boosts their
robustness while revealing topological dimension. Leveraging this, we
iIntroduce a novel method to measure the topological dimension of
manifolds captured by score models using adversarial attacks.
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